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SUMMARY

Nextel Communications, Inc. ("Nextel ") submits these comments regarding the scope

of the assistance capability requirements necessary to satisfy the obligations imposed by

Section 103 of the Communications Assistance for Law Enforcement Act ("CALEA").

Nextel's Comments in this proceeding are primarily concerned with the services it provides

that were generally referenced in the petitions giving rise to this proceeding. Nextel has

commented and intends to further participate in those related proceedings involving additional

services offered by Nextel and may have fUI"ther comments on certain issues discussed herein

as they relate to those other services.

Nextel requests that the Commission ensure a cost-efficient implementation of

CALEA. Nextel asks the Commission to reject the enhanced surveillance capabilities sought

by the Department of Justice and to declare the industry standard as a safe harbor. Should the

Commission decide to make any changes to the standard in response to pending petitions by

either adding or deleting functions, Nextelurges the Commission to remand the changes to

the industry standards committee for technical implementation and to ensure compatibility

with current standards.

Finally, the Commission should conduct a thorough review to determine if any

compliance is reasonably achievable today for all equipment, facilities or services installed

after January 1, 1995. In any case, the Commission must ensure that any rule it makes meets

CALEA's requirements in the most cost-eflicient manner.
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Nextel Communications, Inc. ("Nextel"), through its attorneys, submits these

comments regarding the scope of the assistance capability requirements necessary to satisfy

the obligations imposed by Section 103 of the Comlllunications Assistance for Law

Enforcement Act ("CALEA") as requested by the Federal Communications Commission

("Commission") Public Notice dated April 20, 1998 i

Nextel applauds the Commission's request for analysis of whether the capabilities

discussed in the petitions of the Center for Delllocracy and Technology ("CDT")2 and the

U.S, Department ofJustice ("DOJ") and the Federal13ureau of Investigation ("FBI")

[collectively, "OOJ"p fall within the scope of CALEA However, the Commission should go

I In the Matter ojCo/JInl1lnicotions Assistonce/iil' /.011' Fnfin'cemenl ACI, CC Docket 97-213,
DA 98-762, (April 20. 199X) ("Public Notice") at 4

2In the Maller ojCo/JIl1lunicolions A.Isist0l1cejiil' I.ow I~'njhrcement Act. COT Petition for
Rulemaking under Sections 107 and 109 of the COl11l11Lllllcations Assistance for Law Enforcement Act,
filed March 26. 1997 [hereinafter "CDT Petition"l

3 In Ihe Maller ojEslahlishmenl oj"'l'echnicol Nequin:menl,l' and Siandardy(or
Telecommunications Carrier AsslslOnce COlmhllities Under the Communicalions Assistance for Law



farther to determine whether the industry developed standard, J-STO-025, itself meets

CALEA in the most cost-efficient manner as required by Section I07(b). Nextel urges the

Commission to review the standard in its entirety to determine whether it is cost-efficient as

drawn before considering DOl's additional capabilities Nextel is concerned that the standard

alone may not be reasonably achievable even without the added fringe of enhanced capabilities

sought by DOl.

Nextel also supports the COT Petition and industry association comments insofar as

they seek Commission review of whether compliance with the industry standard is reasonably

achievable for equipment, facilities or services deployed after January I, 1995 4 The Public

Notice did not expressly address the reasonable achievability issue, but Nextel believes that

the Commission cannot realistically determine whether the standard meets CALEA unless it

first determines that solutions built to the standard will be affordable.

Further, while Nextel generally supportS! he development and use of industry

standards for CALEA implementation, the Commission's ultimate standard should not become

a checklist of compliance for those who choose to comply in other ways. In other words,

whatever action the Commission takes in this proceeding, the resulting rule or order should

ensure that carrier protections under CALEA are retained. Compliance with a standard, and

therefore the rule, must be recognized to be voluntary, leaving carriers free to choose other

implementations that may be cheaper or more etlicient for their networks. Carriers must

retain the right to petition for future extensions, if necessary, and determinations of whether

compliance is reasonably achievable.

---------_. --------._.._---_ .... ---------------

Enforcement Act, DOJ and FBI Joint Petition for E:\pedlted Rulemaking filed March 27, 1997
[hereinafter "DOJ Petition" I

4 See CDT Petition at 10: see also Response to Petition for Rulemaking of Cellular
Telecommunications Industry Association ("CTIA"). Personal Communications Industry Association
and United States Telephone Association, filed April 9. 1l)9X

(28295-0003/DA9814000 I 11 - ')- 5/20!9X



As to the substance of the current standard debate, Nextel does not support its

expansion to include the so-called "punch list" items There is no support in CALEA for the

expansive reading proffered by 001. lust the opposite, Congress directed DOJ, and the

Commission, to interpret CALEA narrowly. 5

I. BACKGROUND

Nextel is the Nation's largest provider of traditional and wide-area Specialized Mobile

Radio ("SMR") services. Traditional SMR services are true "push-to-talk" analog dispatch

communications. Nextel's wide-area digital services combine mobile telephony, paging and an

enhanced "push-to-talk" dispatch service known as "Nextel Direct Connect" in a single

handset.

First licensed by the Commission in the late 1970's, there are now thousands of

traditional SMR systems operated by independent businesses throughout the country. These

analog SMR services are most often used by messenger services, delivery companies and

other businesses with a fleet of workers spread throughout a local area during normal working

hours. Nextel's predecessor, Fleet Call Inc, began operating such a service in early 1988, and

Nextel continues to offer the service today

Some analog dispatch systems do have limited interconnection to the Public Switched

Telephone Network ("PSTN") and allow subscribers to make outgoing calls. Typically, this

interconnect capability is limited in that no customer on the analog system is assigned its own

telephone number, no custorner is assured the ability to make an outgoing phone call at any

time, and there is no switching capability on the system.

Nextel's digital cellular services include interconnection with the PSTN. However,

Nextel's digital Direct Connect service does not connect to the PSTN. Direct Connect

enables communications only with other members or the same "fleet" who are located within a

---------_ .._---

5 H. Rep. No. I03-X37. reprimed in 1004 U.S.CCA.N. 34X0. 3502-03 .
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defined geographic area by means of a private (one-to-one) call or a "group call." When a

caller initiates a group communication, the system does not account for or recognize which

mobile units or how many actually respond to the call. Rather, the system "lights up" the cell

site on which a group member is operating without regard to which group member it is.

Like other digital carriers, Nextel has received wiretap orders for its mobile telephone

services and cooperates fully with law enforcement in the execution of such orders where

possible. However, upgrades to the switching equipment, which is provided by Nortel

Telecom Inc. ("Nortel"), will be necessary to provide the sort of capabilities requested by law

enforcement to meet CALEA. Currently, technologv is not available to meet CALEA's

requirements and Nextel has not been informed when such technology will be available or

what it might cost 6

Nextel has participated in the Commission's proceedings to date and has a significant

interest in the outcome because, as a relatively new entrant seeking to compete with more

established wireless and wireline companies, the impact ofCALEA on the company and its

subscribers may be severe

II. THE COMMISSION MUST DETERMINE WHETHER
COMPLIANCE IS REASONABLY ACHIEVABLE AND MAY ONLY

ISSUE COST-EFFICIENT RULES FOR SECTION 103

Under Section 107, the Commission may only set standards or requirements that

implement Section 103 of CALEA by cost-efficient methods, minimize the cost of compliance

6 Nextcluscs thl: Nortd DMS-l 00 switch for its tl:kphony sl:rvices. Nortd has advised the
Commission that it docs not currentl~ haw CALEA-compliant technology available for its customers
and will not until 24-36 months after thl: Commission acts on thl: various pl:nding petitions. Comments
ofNorthern Telecom Inc. CC Dockd 07-213. tikd May X. ll)l)~. at 4. Nortd also advises the
Commission that it has "assl:ssccl the dl:vdopml:nt implications basl:d upon Ithe standard and the DO]
"punch list"] and is confidl:nt that they ,Hl: reasonabh aehievabk on thl: IDMS-lOOj." Id. Nextel,
however, has not been provldl:d with any cost or pnce data to dl:tl:rminl: whether or not the upgrades
will be affordable. particulary as applied to its lInjCllll: combination of cdlular Nextcl Direct Connect
and messaging service, or othemise ml:d thl: bctors the Commission must examine under Section 109
ofCALEA, 47 U.Sc. ~ I(lOX

[28295-0003/DA981400.0 I II -4- 5!20/98



on subscribers, protect the privacy of communications not authorized to be intercepted, and

encourage the provision of new technologies and services to the public7 If the costs of

compliance are too higk if compliance will preclude the introduction of new services or

reduce competition; if the proposed standard cannot adequately protect privacy; then the

Commission must reject the proffered capabilities x Without knowing the cost or impact,

Nextel questions how the Commission can carry out these obligations. Indeed, the

Commission must conduct a thorough review orthe cost impacts of the standard and the

punch list before any final rule is published or any carrier required to meet CALEA This

approach is only common sense. No manut~lcturer wants to develop technology for CALEA

compliance only to find that the cost is too high, it cannot be made available at a reasonable

charge, and its carrier-customer will seek relief at the Commission through a petition for a

determination of whether compliance is reasonably achievable.

The Commission also has been asked to lind that compliance with CALEA's capability

requirements is not reasonably achievable with respect to equipment, facilities or services

installed or deployed after January I, 1995.'1 Under Section 109, unlike Section 107(b), if the

Commission finds that compliance is not reasonably achievable, carriers will be deemed in

compliance with Section 103 unless the Attorney General agrees to pay the incremental costs

necessary to make compliance achievable Ne"tel believes that a reasonable achievability

747 U.S.c. § I006(b)(I)-(4).

8 Thc Commission has a direct mandate from Congress. both in CALEA, 47 U.S.c.
§§ lO06(b)(4), I008(b)(J)(G) & (I). and in the Section 706 of the Telecommunications Act of 1996, to
ensure that competition and innovation proceeds. CALEA has the potential to serve as a huge barrier
to new entry in telecommunications markets and to forestall competition if CALEA compliance
substantially raises subscriber rates. Incumbent \\lreline carriers providing basic POTS incur no
CALEA costs unlike wireless carriers who would bear the brunt of CALEA upgrades. This is a
critical question for the Commission and sholllcinol be lost In the Section 103 capability debatc

9 CDT Petition at 10. CTIA Response al 14

128295-000VDA9X 14000 J II -5- 5i20/9X



determination is required before the Commission can decide that a rule implements CALEA

by cost-efficient methods.

Nextel also notes that there are many unsettled questions regarding a carrier's financial

obligations under CALEA There is a disagreement for example, over who pays for capacity

after September 12, 1998 10 DOJ asserts that it t~l!ls on carriers l ) There is a disagreement

over what it means for a telecommunications carrier's equipment, facilities or services "to be

instal1ed or deployed" on or before January 1, 1995 On March 20, 1997, the FBI

life/.

12 28 C.F.R. § 100.10

The FBI's definition has been challenged in t~deral court and the Commission has been

5/20/9R-6-

achievable under DOl's definitions for post-January 1995 installations of already deployed

asked to initiate a Section 109 proceeding to determine whether compliance is reasonably

of installed or deployed. Rather, the FBI says. GSrvl networks must be made compliant at the

system, equipment, facilities, or services are operable and available for use by the carrier's

customers" 12 Nextel, for example, understands thal the FBI believes that carriers that use

GSM-based technology like Nextel are not entitled to any reimbursement under this definition

carrier's own cost because GSM was not available in the US prior to 199513

promulgated regulations that defined "installed or deployed" to mean "on a specific switching

10 See H. Michael Warren. Senior Project Manager/Chief. CIS. letter to Albert Gidari, Perkins
Coie, dated April 14. 199X.

[28295-0003!DA9R 1400.0 I II

13 GSM, or Global System for Mobile telecommunications. \\as developed in the early 1980's
with commercial service available by mid-1991. Before CALEA became law, there were 36 GSM
networks in 22 countries. \\ith 1.3 million subscribers NO\\ there arc more than 70 million subscribers
in 109 countries. As the Commission kno\\s. the US lmrkd ultimatel) was opened to GSM in 1994
when the Commission auctioned spectrum in the 1900 MHz band. Notwithstanding the FBI definition,
as a fact, GSM was deployed around the \\orld \\ell before January 1995 and was installed by Nextcl
in the United States in one of its s\\itches prior to Jalluar~ 1995 Yet under the FBI definition. Nextel
must pay the cost to make GSM CALEA-compliaJll The eost of doing so would be prohibitive and in
any event, the technolog) is not currently availabk lo do 'iO.



equipment, services or facilities. 14 Nextel supports that request because it makes no sense to

put carriers and manufacturers to the work of designing solutions that carriers cannot afford

to purchase to retrofit existing and operational equipment Until this question is settled, the

Commission cannot determine whether compliance will be reasonably achievable or cost-

efficient.

Nextel urges the Commission to conduct a complete inquiry into the costs and impacts

ofCALEA compliance before tlnalizing its rule Accordingly, the Commission should begin a

reasonably achievable inquiry as part of this rulemaking; otherwise, it certainly will be faced

with reasonable achievability petitions later, the determination of which will only further delay

CALEA implementation and increase costs to all concerned Finally, the Commission should

make clear in any order that compliance with any resulting standard from these proceedings

will be a safe harbor for the industry

III. THE COMMISSION SHOULD STREAMLINE THE
CAPABILITIES IN THE EXISTING STANDARD AND REJECT THE

CAPABILITIES REQUESTED BY DOJ

First, Nextel urges the Commission to begin its review of the scope ofCALEA

requirements by recognizing that CALEA is an exception to the broad, general prohibition on

wiretapping and must be viewed narrowly, as Congress advised:

The Committee urges against overbroad interpretation of the
requirements The legislation gives industry, in consultation with law
enforcement and subject to review by the FCC, a key role in developing
the technical requirements and standards that will allow implementation
of the requirements The Committee expects industry, law enforcement
and the FCC to narrowly interpret the requirements 15

14 See Joint Industry Response at 14.

15 House Report at 3502-03

[28295-0003/])A98 1400 0 1J I -7- 5/20/98



Contrary to this admonition, the DOl Petition interprets CALEA broadly at every turn. 16

Before looking to the additional capabilities desired by law enforcement, the

Commission should ask what the current standard provides and whether it is consistent with

the narrow intent of Congress. l-STD-025 detines the interfaces between a carrier and law

enforcement for conducting electronic surveillance. The standard was created by industry, in

consultation with law enforcement, to facilitate compliance with the assistance capability

requirements of Section 103 of CALEA and, with law enforcement's encouragement, to help

ensure efficient and industry-wide implementation of CALEA's requirements.

As Nextel reads the standard, it provides law enforcement access to the content of

communications and to related call-identit)'ing information There are cali-identifYing

information messages to inform law enforcement that a party has answered a call; the system

has routed a call dialed by the subscriber or the system has translated a number for the

subscriber; a call has been redirected, forwarded, diverted or detlected; the facilities for the

entire call have been released and a call attempt to the subscriber has been detected. In

addition, messages are provided to report the beginning and end of call content delivery.

Finally, there is also a message to report when a mobile subscriber is authorized for service on

another system. In short, the standard already provides all of the information necessary to

identifY the origin, direction, destination or termination of call as required by Section 103.

Given this fact, Nextel has specific concerns about DOl's definition of cali-identifYing

information, DOl's failure to acknowledge when call-identifying information is not reasonably

available, and then, about the standard itselC which appears to provide for and require

significantly more information than CALEA mandates. These issues echo the concerns noted

-------- .,._-

16 See e.g.. DOl Petition at 34 (liThe brO~!lj lk'finitlon of call-identi(ving information in
CALEA. .. ").

[28295-0003/DA9814()OO I II -8- 5/20/98



above about whether the standard as currently draHed is the most cost-effective

implementation.

CALEA defines call-identifying information to mean.

dialing or signaling information that identifies the origin, direction,
destination, or termination of each communication generated or
received by a subscriber by means of any equipment, facility, or service
of a telecommunications carrier 17

Telecommunications carriers must enable the government "to access call-identifying

that is reasonably available to the carrier."lx The industry standard limits call-identifying

information, at least by definition, essentially to numbers dialed to or from a subscriber. 19 The

standard assumes that call-identifying information is "reasonably available" if the information

is present at an intercept access point for call-processing purposes 20 DOl, however, would

define call-identifying information to include "all dialing and signaling" without regard to its

reasonable availability or the limitation in the statute that such information only identify the

origin, destination, direction or termination of a call ~ I

In contrast to DO]'s expansive view, Congress explained what it meant by call-

identifying information for voice communications "the numbers dialed or otherwise

transmitted for the purpose of routing calls throughJbe carrier's network. "22 For pen register

cases, Congress understood the CALEA requirements to be limited to "the numbers dialed

17 47 U.S.C § 1001(2)

IX 47 U.s.C § I002(a)(2)

19 J-STD-025, Section J .0. Definitions

20 J-STD-025, Section 42. L Assumptions.

21 See DOJ Petition. Appendix A

22 House Report at 350 I.

[28295-0003/DA9814000llj -9- 5i20!98



23 ld.

241d.

251d.

5/20!98-10-

even though it might have had some tangential investigative value for law enforcement in the

require carriers or their manufacturers to continue to provide that extraneous information,

I do not want that access, and I am \\i II ing to concede that What I want with
respect to pen registers is the dialmg information: telephone numbers which
arc being called, \\hich I h':1\'e no\\ under pen register authority. As to the
banking accounts and \\hat 1110\iL's sOIllL'body is ordering at Blockbuster, I do
not want It do not need it and I am \\iliing to have technological blocks with
respect to that information.

more dialing and signaling information than just the numbers dialed. But Congress did not

Nextel understands that traditional pen registers for analog communications captured

past. For example, Nextel recognizes that a "busy signal" might indicate that someone is

recipient are not to be treated as call-identitying information."25 and therefore carriers have no

be generated by the sender that are used to signal cllstomer premises equipment of the

Congress limited call-identifYing information to "the originating number of the facility from

which the call was placed and which are captured when directed to the facility that is the

subject of the court order" 24 Congress expressly stated that "[o]ther dialing tones that may

obligation under CALEA to provide them 2(,

from the facility that is the subject of the court order "21 For trap and trace investigations,

home at the subscriber's house in the wireline world (or just as likely, that a cat knocked the

26 Nextcl docs not understand DOJ's insistence that carriers provide "post-cut-through" dialing
in light of this clear statcmcnt of Congress to the contr:1I"\ DOJ Petition at 38-42. Director Frech
himself testified before Congrcss that he did not \\:llll such information

Digital Telephony and !AI>!' J:'ntiJrcemellt Access /() Adl'onced 'f'elecoJ1lJ1lunieations Technologies and
Services: Joint Hearings hej()re the SlihCOlllllIitlee un '!echnu!ugy and Ihe lJIW oj'lhe ,)'enate
Commiltee on the .fudielm:\' ond the SuhcolI/nll(fcL' (Ill ( '/1'11 und ('Ol7stltllfional Rights olthe House
Commiltee on the .fudiclm:\', I()3rd Cong, 2d Sess , )() I [l)l)4) (Testimony of FBI Director Frech).

{28295-0003/D,'\981400.0 III



phone off hook), but such signals are not call-idL'lIIij}!il/g They do not tell law enforcement

the number of the person that called, the number the subscriber called, the number to which

the call was routed or whether the call was incoming or outgoing. In short, a busy signal is

not necessary to route a ca1l nor does it identify a call in any sense of the term.

Nextel also questions DOJ's requirement to identify whenever a party to a conference

caB joins in or drops out 27 DOJ admits that they never received such information in the

past. 28 The technology currently in use by Nextel does not generate such information, and it

serves no useful business purpose to do so. The messages requested by law enforcement

would force a significant redesign of current systems at substantial cost, contrary to clear

Congressional direction. As Congress stated in passing CALEA: "if such information is not

reasonably available, the carrier does not have to modify its system to make it available. "29

Nextelurges the Commission to include in any rule a clear definition that call-identifying

information is not reasonably available if the carrier does not coIlect and process the

information to route calls or for some other business purpose. Only such a definition wiIl

prevent the radical redesign of systems sought by DOJ.'1J

Law enforcement argues that call-identifying information has to be construed broadly

because "[a]s technological changes have made possible new communications services, new

information is generated regarding the use of such services by subscribers." 31 But CALEA did

27 001 Petition at 42

2li DO] Petition at 42 ("law enforcement \\as unable to obtain information that a particular
participant was placed on hold during. or dropped fro Ill. ~1 multi-part~'call")

29 House Report at 3502.

30 Nextel rcminds the Commission that CALEA prevcnts law enforcemcnt from rcquiring any
specific design of equipment. facilities. featu n:s. or syskm configuration. 47 U.s. c. § I002(b)(I )(A).
The Commission cannot allow DO] to circumvcnt this prohibition by accepting its spccific design
requirements submitted in thc form ofa proposed rule ill its deficiellc~ petition

3J DO] Petition at 26

{28295-0003!D:\9X 14(J()(J III - J 1-



32 DOJ Petition at 46.

Commission can require no more

the Commission to determine whether much less message encoding and information might be

5/20/98-12-

by CALEA.34 Such complexity can only add to the cost of CALEA compliance. Nextel urges

as drafted requires carriers to provide enormous amounts of information that is not required

petitions

the cost of compliance in the future on a carrier-by-carrier basis through Section 109

implementation requires such a review; otherwise, the Commission no doubt will be reviewing

particular communication and to associate those numbers with the call content. Cost-efficient

provided. There is very little complexity required to identify the numbers dialed relative to a

the subject. "33 If Congress had intended such broad requirements, it would have required

enforcement with OIly signaling information indicating how the network treated a call

attempt"32; nor did it require carriers to provide <ill l1dwork signaling "that can be sensed by

Finally, as a review of the standard and its detailed messages will disclose, the standard

Instead, it limited carrier obligations to provide the !lumbers dialed that direct calls. The

not require carriers to provide "new information" ~ nor did it require carriers "to provide law

carriers to provide "network signaling associated vvith calls" or some other such location.

[28295-0003/DA9814(J()(J I II

34 For example, the standard provides a location parameter for most messages. Location
tracking specifically is not required by CALE.A. and should not be included in the standard. Nextcl
supports eDT's Petition 111 that regard.

33 DO) Petition at 47. Next..:! notes th;H tIlL' sub/cct ;llId subscriber are not always the same
person. A carrier's obligations go only to the slIbscnbL'1 \\ho IS the subject of the court order, not to the
subject of the investigation, who l11ay or ma~' not C\L'n bL' on a call being monitored. DOJ's proposed
rule would change the focus of surveillance ;l\\ay from (hc subscriber's facilities and to\vards
whomcver is the "subject" of the investigation. This \\ould han; major impacts on how surveillance is
conducted today and would undo J-STD-025 compk'tch bCClllSC it is based on the subscriber, not the
subject.



IV. PRESERVING THE VOLUNTARINESS OF THE STANDARD
AND REMANDING TO INDUSTRY STANDARDS GROUP

The Commission should make clear that its resulting standard will be purely voluntary,

but a "safe harbor" for those who implement it so long as its requirements are met. However,

it must be made clear that nothing in CALEA prevents a carrier from adopting another

technical solution so long as it meets the capability requirements of Section 103. DOJ

concurs. 35

Further, the Commission must ensure that nothing it does in the form ofa rule

infringes on other carrier protections in CALEA Promulgation of a rule alone should not, for

example, imply that compliance is reasonably achievable 1()

Finally, Nextel supports remanding any final determination on capabilities to TIA's

TR45 expert committee Its members uniquely understand J-STD-025 and electronic

surveillance requirements They will be able to ensu re integration with J-STD-025 of any new

requirements or deletion of existing capabilities They also will be able to ensure

interoperability between the differing equipment and services. Law enforcement participates

on this committee and the Commission, ifit felt it necessary. could assign staff to participate

as well. This will be the most etticient method of completing any standards work necessary at

the end of these proceedings

35 See DOJ Comments Regarding t!K' Conll11ission's Authority to Extend the October 25, 1998
Compliance Date. CC Docket 97-213. filed May X. 199:-) at (J. 12-14 (compliance with industry
standard and Commission rule is volulltary: Section I (n applies \\hether or not there is a standard)

36 Indeed, even if the Commission undertakes a generic review of the cost of compliance under
Section 109. some carriers still ma} have individLJal CIITLJJl1slances that warrant review.

[28295·000JlDA98140(JO I II -13-



v. CONCLUSION

Nextel urges the Commission to take immediate steps to ensure the cost-efficient

implementation of CALEA. It should reduce the standard's complexity, reject the additional

enhanced surveillance capabilities sought by DOl, and conduct a thorough review to

determine ifany compliance is reasonably achievable today for all equipment, facilities or

services installed after January 1, 1995.

NEXTEL COMMUNICATIONS, INC.

Respectfully submitted,
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